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Problem: Lack of visibility and traceability into actual capabilities
of the industrial base

“Small and mid-size manufacturers make up over half of US manufacturing value and are essential to
defense industrial base, but we have no real visibility into what they can actually make or when they
can make it. This blind spot means we can't respond to surge demand, can't find backup suppliers
when things go wrong, and we are essentially flying blind on our own industrial capacity—which is a
massive national security risk. We have to find a solution before the next crisis.”

— Program

Manager @ Defense Logistics Agency
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Problem: Capability as defined today

Contact Supplier Request Information (7] Visit Website R, View Phone Number

Profile » Full Catalog Certifications More Information » Contact

Capabilities

Computer Numerical Control (CNC) Turning, Milling, and Drilling Services

. At , we have extensive capabilities in
the areas of CNC turning, milling, and drilling. We have more
than 38 years of experience as a CNC machining shop and a
great deal of expertise for efficiently combining turning, millin...

More +

View Details
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Problem: “Concurrent engineering” in its current state

Can you make

this part?

Sure!

.ﬂ How long do

Federated Learning for Secure Cyber Manufacturing Capability Matching

you think it
would take for

ou to make
of these?

Uhmmm, | am
not sure, let

This part is too
important. We
need to do a
site visit and

run a test part.

We can
arrange that.
But it will take

a while...

8 months later, production began.
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Problem: Qualification bottleneck

Traditional procurement process
takes months with supplier site
visits and test part runs

Even if suppliers are pre-approved,
there is no guarantee that they
have the available capability and
capacity at the right time
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Problem - Solution: Federated infrastructure for capability sharing

No visibility into
capabilities and
available capacities
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Background: Levels of capabilities

T ical Machine C hility 2 |
2. HiStOriCabEﬁ@?F@éO@%iﬁﬂ%@&ﬁ@H@Q Verification

— data-driven models required

1. Physical Accessibility and Material Handling Logistics
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Capability: Data-driven Capability Models

Federated DUPR Model

Proprietary Local Local
' i tecucie . | Datasets Encoder Deccﬁie
==
Query Latent . | - i
Part Shape Vector ‘ Predicted I =
Query =N
Shane Supplier 1 I_ o
P Output a latent
: === embedding for
Material Predlct.ed | ~_ an input part
Properties Mater lf'l I U-
Property Property Properties Supplier 2 L -y
Encoder Decoder — -
. r - - -
Each part is | -
Manufacturable represented as | - -
Parts Database a point in the Supplier3 | - | Global to
— e — Local Shared
latent space Update Latent Space

Compute the distances among embeddings for
supplier selection
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Capability: Resilient Cyber Manufacturing Mesh Network

Self-Configuration: Identify feasible suppliers from the historical database using capability-aware representations
Self-Optimization: Optimize production allocation under demand, capacity, cost, and time constraints

Self-Healing: Reroute and reallocate production when disruption occurs to maintain supply continuity

................. Cyber MeSh Network Framework

Demand : - : Histérical
(Query) Self-Configuration Self-Optimization Self-Healing Database

Allocation

olell Capability : H =
Q é :r Representation Py Mw
Client A : @ NIJ Supplier 1
: S 3 : _ =
O g.i-'.‘ = / \ k E =
O | &Y Q) . : . U
: ClientB o A  Supplier2
o[ @) | & 45
i of — Ootimizet
ClientC é‘ Optimized ~_ .

3»‘ , Supplier3 .
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Capability: Resilient Cyber Manufacturing Mesh Network

- Production requests are encoded into capability-aware request representations.
Feasible suppliers are identified by matching request and supplier embeddings.

- The identified supplier pool is used for production allocation and reconfiguration.
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Connector
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System Design Delivered: GCC-High
security/infrastructure package completed

Initial Demonstrator Built: Supplier network
with capability search and availability logic
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Conclusion & Next Steps

1. Data-driven capability modeling provides insights into actual capabilities of
suppliers, facilities, and machines that cannot be otherwise “hard-coded”
through model-based definition

2. Such capability model when combined with federated learning, enables
privacy-preserved querying of the capabilities without exposing raw data

3. A secure data exchange and capability visibility platform is feasible as
demonstrated at a relevant facility, but federated querying remains the
Immediate next step
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Key Questions for Discussion

1. What is the minimum necessary information required to assess machine

capability?
a. How do we standardize reporting of "as-maintained" versus nameplate machine
specifications?

b. Machine performance degrades over time. What standards should require
suppliers/machines to report actual, verified capabilities rather than original
specifications?

2. What is the minimum necessary information necessary to assess the
manufacturing capability of a supplier?

a. What constitutes sufficient capability history for qualification, and how do we share
this data without compromising IP?

b. How might industry define "similar enough" historically produced jobs and enable
capability verification while protecting proprietary processes?

2. Should digital facility models become standard for supplier qualification?

c. Material handling constraints can disqualify capable suppliers. Should we formalize

physical layout modeling (e.g., via OpenUSD) to test virtual feasibility?
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